JPEGger Interface Specifications

The JPEGger application is the server side of a client/server system designed to capture images occurring at various times during a transaction. The system is designed to handle triggers from Windows or UNIX applications, or by a TCP/IP connection. This document details the interface to the JPEGger server.

General interface information

JPEGger requires only a couple of fields to be able to capture an image successfully. These fields are the camera name (there are multiple cameras being driven by JPEGger) and the ticket number. Without a ticket number, the image will still be captured, but the user will have no way to retrieve the image later.

UNIX Interface (the cameraclient program)

Transact Payment systems has written a small UNIX executable to connect to the JPEGger server via TCP/IP and pass along commands. The program is called cameraclient.

Configuration

To configure the cameraclient program, there are several files that will need to be edited. The following is a list of files and the needed entries:

	/etc/hosts
	The default JPEGger host should be entered here. The entry will look like:

1.2.3.4 camera_host 

The IP address of the JPEGger server should be substituted for the 1.2.3.4 entry above.

	/etc/services
	The port that the JPEGger systems will be listening on. By default, the service is 3333. The entry should be as follows:

camera_service 3333/tcp

	/usr/bin/camerahosts
	This file contains a list of JPEGger server names and their corresponding IP address or valid host name. An entry in here should look like:

test 1.2.3.4

where test is the location name of the JPEGger server, and 1.2.3.4 is the IP address. When using the database trigger with JPEGger, all valid ATMs should have mappings to a JPEGger server. To enable this feature, create entries for each ATM and point them to the appropriate JPEGger server. A typical entry will look like this:

100 1.2.3.4

where 100 is the Switchware ATM number, and 1.2.3.4 is the IP address of the corresponding JPEGger system.


The Capture Command

To capture an image in JPEGger, a UNIX application needs to execute the cameraclient program and pass along the capture information to the JPEGger server, which will then capture the image and store it in the database. The cameraclient executable should be in the path (typically /usr/bin). The syntax is as follows:

Cameraclient “capture param_name=<value>…”

Valid param_name variables are camera_name, ticket_nbr, location, app_date_time, tare_seq_nbr and transaction_type. Values need to be enclosed in the < and > characters. This is to eliminate any confusion when there are spaces in the values. Here are details on each of the parameters:

	Field Name
	Description
	Type
	Required

	App_date_time
	The date and time from the passing application.
	String; YYYY-MM-DD HH:MM:SS
	No

	Ticket_nbr
	The ticket number.
	String(10)
	Yes

	Camera_name
	The name of the camera or camera group.
	String
	Yes

	Location
	The name of the JPEGger system that the cameraclient program will connect with. The location name will be looked up in the /usr/bin/camerahosts file as detailed in the configuration section above.
	String
	No

	Tare_seq_nbr
	A sequence number in a multiple-tare situation
	Integer
	No

	Transaction_type
	Either “sale” or “purchase” to indicate the type of transaction.
	String(15)
	No

	Save
	Specify “y” to indicate that the first image in the captured camera group should be saved to an external file on the JPEGger system. Specify “n” or leave out to indicate that the image is not to be saved.
	String(1)
	No

	cust_name
	The name of the customer
	string(60)
	no

	cust_nbr
	The customer number
	string(15)
	no

	weight
	The weight of the load
	integer
	no

	cmdy_nbr
	The commodity code number
	string(10)
	no

	cmdy_name
	The name of the commodity
	string(25)
	no

	man_weight_flag
	A flag indicating whether the weight was taken manually (0=no, 1=yes)
	integer
	no

	Count
	The number of images to capture
	Integer
	No

	Interval
	The interval, in seconds, between each capture if multiple images are being captured.
	Integer
	No


Here is a sample command with all the fields being used. 

Cameraclient “capture camera_name=<gross> ticket_nbr=<123456> app_date_time=<2001-11-14 14:23:34>”

Note from the sample that it is case insensitive for all parameter names and values, as well as the capture command itself. It is easiest to enclose all of the parameters in quotes, as UNIX will misinterpret the < and > characters as redirections. Optionally, the calling program may specify this program to be run in the background in order to resume processing as quickly as possible. This can be done by placing an ampersand (&) at the very end of the command after the last quote. UNIX will then run the program in the background.

The Show command

In addition to the capture command, a UNIX executable can send a show command to JPEGger. This is designed to let a user on a Windows system running a telnet connection to the UNIX application view images captured by JPEGger. The user on the Windows system will log into the JPEGger client program with a user name, which will then wait for a show command to be forwarded from JPEGger.  The UNIX program sends the user name and the ticket number to show to JPEGger, which forwards it to the correct client. The syntax is similar to the capture command:

Cameraclient “show user_name=<john> ticket_nbr=<12345>”

This command would then cause the Windows system to display images captured for ticket number 12345 on John’s PC. In this case, the user must have logged in with a user name on the UNIX application, and that name must match the name in the JPEGger system. The location parameter may also be included (see the Capture command, above).

The Transfer command

The transfer command is designed to allow a UNIX program to transfer a file to the Windows PC running JPEGger. The only parameter required is file_name. The location parameter may also be included (see the Capture command, above). The file will be received by JPEGger and placed in the directory specified in the JPEGger configuration. This command is intended to transfer a list of suspect tickets to Windows for review by the JPEGger Viewer. The command would look like this:

cameraclient “transfer file_name=<file>”

File size needs to be less than 2 GB. 

The Map command

The map command can be used to map a relationship between a ticket number and a receipt number. It can be called with multiple field=<value> parameters to associate a ticket with multiple receipts or a receipt with multiple tickets. The only expected fields are receipt_nbr and ticket​_nbr. A sample command would look like this:

cameraclient "map receipt_nbr=<12345> ticket_nbr=<A1234>"

or

cameraclient “map receipt_nbr=<12345> ticket_nbr=<A1234> ticket_nbr=<A1235> ticket_nbr=<A1236>”
The Void command

The void command can be used to “unmap” a relationship between a ticket number and a receipt number. This is used when a ticket or receipt is voided and the relationship established with the map command (above) is no longer needed. The only expected fields are receipt_nbr or ticket​_nbr. A sample command would look like this:

cameraclient "void receipt_nbr=<12345>"

In this case, all tickets associated with receipt 12345 will no longer be associated with receipt 12345.
The Copyimage command

Copyimage is used to copy an image from one table to another. The most common use for this command is to copy a license image from the licenses table into the images table. Here’s how that would look:

Cameraclient “copyimage source=<licenses> dest=<images> licenses.id=<100> images.ticket_nbr=<123>”
The Export command

This command is used to export all images from a specified ticket or list of tickets. The command will output a CSV file containing all data from each image, as well as a JPG file of the image itself in the same directory as the CSV file. The first row of the CSV file will contain field names for each record. The last column in the CSV file will be ‘filename’ and will contain the filename (no path) of the image associated with that record.
There are several fields you can use to configure the export:

	Field Name
	Description
	Type
	Required

	max_field_len
	The maximum desired field name length that will be output into the CSV file.
	Integer
	No

	filename
	The name of the CSV file, including full path, that is to be generated.
	String
	Yes

	ticket_nbr
	The list of ticket or tickets to be exported (separate multiple ticket numbers by commas)
	String
	Yes


To determine when the export has completed, you can poll for the existence of the output file. As soon as the file exists, the export is complete. Here is a sample export command:

Cameraclient “Export ticket_nbr=<123,124>filename=<C:\temp\export\export1.csv>!”
Connecting to JPEGger
The UNIX client basically needs to determine what JPEGger host to connect with when it runs. To do this, it first checks for a location being passed from the calling application in the location field. If a location is found, the program will look in the file /usr/bin/camerahosts to look up the location. If a match is found, the program will use the IP address specified in the file. If no location is passed or the location cannot be found in the file, the program will use the default JPEGger host name, which is camera_host. This host needs to be defined in the /etc/hosts file on the UNIX server.

Windows Interface

Transact Payment systems has also written a small Windows executable to connect to the JPEGger server via TCP/IP and pass along the capture information to the JPEGger server, which will then capture the image and store it in the database.  The server’s IP address and Port are configured within the JPEGger client application. A Windows application need only execute the JPEGgerClient executable with appropriate parameters in order to do a capture. The syntax is as follows:

JPEGgerClient.exe capture param_name=<value>…

Valid param_name variables are camera_name, ticket_nbr, and app_date_time. Values need to be enclosed in the < and > characters. This is to eliminate any confusion when there are spaces in the values. JPEGger is case-insensitive when processing parameters and values. Here are details on each of the parameters:

· When passing the app_date_time parameter, JPEGger expects it to be in YYYY-MM-DD HH:MM:SS format. This is optional.

· The ticket_nbr parameter should be alphanumeric and 6 digits maximum.

· The camera_name parameter can refer to a single camera or a camera group. Generally, a camera group is specified. Groups can be defined within the Jpegger configuration dialog.
 Here is a sample command with multiple fields being used. 

JPEGgerClient.exe capture camera_name=<gross> ticket_nbr=<123456> app_date_time=<2001-11-14 14:23:34>

Also note that the map and void commands listed above for the UNIX cameraclient executable is also supported in the Windows executable. The show and transfer commands are specific to UNIX and should not be used.

TCP/IP Interface

The TCP/IP interface is the preferred method of sending triggers to Jpegger. Here is the flow:

1. Connect to Jpegger on the configured listen port (3333 by default).

2. Once connected, send the string as detailed above (i.e. capture camera_name=<scale1> ticket_nbr=<123>… etc.). Make sure to terminate with the ! character.

3. If Jpegger is configured for returning a response, it will send back either OK or FAILED followed by CRLF. This response is optional; if not configured, Jpegger will not send anything back. The response indicates whether the request was processed correctly; it does not indicate a successful capture of the camera(s).

Application notes:

· Your application should allow for configuring Jpegger. Required configuration parameters will be: IP Address, Port, Camera Names (typically one per scale). If you would prefer to adopt a convention for the scale camera names, that is acceptable also (i.e. scale1, scale2 etc.). Since camera names can be configured in Jpegger, this is not critical to allow complete naming capabilities in your application.

· It is recommended to use asynchronous socket calls if possible. If for some reason Jpegger is unable to accept TCP/IP connections or the Jpegger server is down, a connection attempt may take up to 30 seconds to time out. Since the application is likely in a live environment, it would be inadvisable to let it “hang” for this 30 seconds. 

· Please implement the MAP command if possible as well. This provides a seamless way to link ticket numbers (used when capturing scale images) with receipt numbers (used when paying tickets). This allows Jpegger to show images taken when creating the card and paying with an ATM or cash dispenser.
Suspect List Handling in JPEGger
Suspect List Generated from UNIX System

If the application generating the suspect list resides on a UNIX system, the following steps will accomplish viewing of the images of the suspect tickets.

1. The UNIX application will need to generate a list of suspect tickets and store it in a file. The list should be a list of ticket numbers, one per line in the file. 

2. The UNIX application will need to execute the cameraclient program with the following parameters:
cameraclient “transfer file_name=<filename>”
filename should be the full path to the suspect list to be transferred.

3. The cameraclient program will transfer the file to JPEGger. 

4. JPEGger will store the file in a location specified in the configuration settings within JPEGger.

5. The JPEGgerView program can then be run from Windows. From the File menu, select Review Suspect List… and open the file that was transferred. Each suspect ticket may then be reviewed.

Suspect List Generated from Windows System

If the application generating the suspect list resides on a Windows system, the following steps will accomplish viewing of the images of the suspect tickets.

1. The Windows application should generate a list of suspect tickets. The list should be a list of ticket numbers, one per line in the file. 

2. The file should be stored in a location accessible from the PC that will be doing the review.

3. The JPEGgerView program can then be run from Windows. From the File menu, select Review Suspect List… and open the suspect list. Each suspect ticket may then be reviewed.

The CGI Interface

Transact has developed a CGI interface for UNIX web servers to allow web servers to display images captured with JPEGger. The CGI program will return a web page containing all of the images for a receipt number, ticket number or combination of the two.

Configuration

The CGI program is called sdcgi and should reside in the server’s CGI directory. The configuration for the JPEGger server connection works exactly the same as the cameraclient executable detailed above. In addition to the configuration detailed above in the cameraclient section, the CGI also makes use of the fields.csv file that is included with JPEGger. This file should be placed in the /usr/bin directory.
To pass parameters to the CGI program, the standard CGI interface is used. The following is a list of parameters accepted by the CGI program:

	ticket_nbr
	The ticket number to be viewed.

	receipt_nbr
	The receipt number to be viewed. A ticket number may also be passed with a receipt number, which will cause the CGI program to display images from both the ticket number and the receipt number.

	location
	Same as the location in the cameraclient program. Specifies which JPEGger host to connect with.

	capture_seq_nbr
	Specifies a specific JPEGger image sequence number to display. Generally, this will not be used by the calling application.

	tare_seq_nbr
	Used in combination with a ticket_nbr to narrow down the images displayed. The tare_seq_nbr must be passed by the application during the initial capture command.



Launching the Jpegger Viewer
To launch the Jpegger viewer and show images, you will need to be able to configure the location of the executable in your program (It’s usually in c:\program files\jpegger, but not always). To launch the viewer with a specific ticket number, use (for example) Jpeggerviewer.exe –t 123 to view ticket #123.
